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What are Service Meshes

Service Meshes are simply a way to
control how different parts of an
application share data with one
another.

Partially considered as a microservice
platform.
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* Metrics without instrumenting apps

» Consistent metrics across fleet

* Trace flow of requests across services
* Portable across metric back-end

providers

Central to service mesh concept is Identity
Every service gets a unique ID

These ID are used to facilitate secure

connections



(content-based traffic steering)

Traffic steering
o Look at the centers to request and

route to a specific set of instances
Traffic splitting
o L7 tag base routing?
Ingress and egress routing

(control over chaos)

Timeouts and Retries with timeout
Budget.

Systematic fault injection

Control connection pool size and

request load
Circuit breakers and Health checks



to avoid..

e Bloated service (application) code
e Duplicating work to make services production-ready
o Load balancing, auto scaling, rate limiting traffic
routing...
e Inconsistency across services
o Retry, tls, failover, deadlines, cancellation, etc., for each
language, framework
o Siloed implementations lead to fragmented,
non-uniform policy application and difficult debugging
e Diffusing responsibility of service management
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Why People Adopt Service Meshes

Helps with Modernization Improves Developers’ Speed

Modernise your IT inventory without

e Rewriting your application

e Adopting microservices, regular services
are fine

e Adopting new frameworks
Moving to the cloud




Management
Plane

Provides federation, backend system integration,
expanded policy and governance, continuous delivery
integration, workflow, chaos engineering, and application
performance tuning.

Meshery enables operators, developers,
and service owners to realize the full
potential of a service mesh...

Provides policy, configuration, and platform integration.

§ 8 Takes a set of isolated stateless sidecar proxies and turns

CC) g them into a service mesh.

o Does not touch any packets/requests in the data path.
Touches every packet/request in the system.

% % Responsible for the execution of traffic control, health

Qq checking, routing, load balancing, authentication,
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...and enhances in-network intelligence

authorization, and observability. I
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Service Mesh Interface
(SMI)

A standard interface for

service meshes on
Kubernetes.

Microsoft

Service Mesh Performance
(SMP)

A format for describing and

capturing service mesh
performance.

Layer5

Multi-Vendor Service Mesh
Interoperation (Hamlet)

A set of API| standards for

enabling service mesh
federation.

VMware


https://layer5.io/smi
https://github.com/layer5io/service-mesh-performance-specification

Performance Management

Understand value vs Overhead

/7 Comparison

S

A vendor neutral specification for
capturing details of infrastructure

capacity, service mesh configuration, ’ AT &
and WOI’k/OaC/ metadata M A: Cumulative % B B: Cumulative % B A: Histogram: Count M B: Histogram: Count
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Service Mesh Interface Conformance

Meshery, the service mesh compliance tool

SMI Conformance Result
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Service Mesh

Linkerd

Linkerd

Linkerd

Linkerd

Maesh

Maesh

Service Mesh Version

edge-20.7.5

edge-20.7.5

edge-20.7.5

edge-20.7.5

v1.3.2

SMI Specification

Traffic Access

Traffic Access

Traffic Metrics

Traffic Metrics
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Capability

Full

Full

Half

None

None

Full
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o o 13 Operate and upgrade
with confirmation of
SMI compatibility.

Test Status

Passed

Meshery Functionality

v Defines compliant behavior.

v Produces compatibility matrix.

v Ensures provenance of results.

Felled ¢ Runs a set of conformance tests.

Passe v Securely ensures integrity of results.

v Manages all SMI compatible service meshes.

v Built into participating service mesh'’s release pipeline.

v Common sample application for validating test assertions.

Failed

Passed

Passed



https://github.com/layer5io/learn-layer5

The Adopter's Dilemma

Questions frequently ask by adopters are:

e Which Service Mesh to use? e What is the catch? Nothing is free.
e How do | get started? e What overhead does being on the

service mesh incur?


https://layer5.io/service-mesh-landscape

Service Mesh
Management
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Patterns
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Filter Hub

Service Mesh
Interface

Conformance
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MULTI-MESH MANAGER
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Multi-Mesh Management . w - D
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Lifecycle :

Workload

2§ Dashboard
@ citrix Service Mesh

Performance & ]

A Isio istio-system ~

Dashboard # o e @

Service Mesh Connection Status
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Patterns and Practices S

grafana-56585969cd-pbzdg grafana 755

G meshery-consul eshery-cpx (A meshery-istio

istio 1103
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Supports:
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Chaos and Filters

Working with each service mesh
project to incorporate Meshery
into their release process as the
measure of their adherence to
service mesh standards.

Octarine

§ Senvice Mesh Interface

Control Plane Pods

kuma-control-plane-5475(9d166-ncdve

£ Open Service Mesh

Control Plane Pods

osm-controller-568f88d8f-hz9nw

prometheus  v0.5.0

kuma-system ~

Component  Version

kuma 122

osm-system ~

Component Version

v0.9.1

W meshery-kuma | (i1 meshery-iinkerd

meshery-octarine | & meshery-osm | (%

Metrics

© nipiostdockerintomal9030 | (153 hitp110.98.168.114:3000

Release

Channel Subscription Version
Edge edge-latest”

Running latest Meshery version.

Citrix Service Mesh O Network Service
Containous Maesh Mesh

HashiCorp Consul e VMware NSX-SM o

e e  AWS App Mesh o
Linkerd e Kong Kuma

osm-injector-565b17d67-x6qvh v0.9.1




Meshery Architecture

Providers

Remote Provider Kubernetes
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Join the Meshery Project!

A warm and welcoming community

300+ contributors Newcomer
15 maintainers across different Ogboard'ng
. rogram
organizations:
MESHMATE

Layer5, Red Hat, Rackspace, Intel, Quantex,
Lumina Networks, VMware, Citrix, Octarine,
HashiCorp, Independent, Microsoft, Google LAYER

Statistics L MESHMATE
e 1,100+ Meshery users OF THE YEAR

e 1,050+ Twitter followers

e 1,000+ stars, 100+ releases

e 5,200+ performance tests collected
e 2,200+ Slack community

oo [ < L)) & mentorship.Ifx.linuxfoundation.o h + O

TILFX|Mentorship +

sS Mentorship Leaderboard Most Popular Mentors

7.3K

Applications

306

Accepted

’a(ed

Most Popular Programs

Meshery
714 =3

LY =1

241 =0

184 =6

#1 Most Popular Project
in Linux Foundation
Mentorship Program



Thank You For Listening

You can connect via:

e GitHub: @Anita-ihuman
e Twitter: @Anita_ihuman
e LinkedIn: @anita-ihuman
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